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The Internet 





Hazards 
 Malware: viruses, trojans, key loggers 
 Phishing 
 Scams 
 Identity theft 
 Privacy 

 





Keep Up To Date 



Windows Update 



Antivirus Software 



Firewall Software 



Antivirus and Firewall Software 
 Windows 

 Microsoft Security Essentials 
 http://windows.microsoft.com/en-

US/windows/products/security-essentials  

 Windows Firewall 
 Built into windows XP, Vista and Windows 7 

 Mac 
 ClamXav 

 http://www.clamxav.com/  

 ipfw 

http://windows.microsoft.com/en-US/windows/products/security-essentials
http://windows.microsoft.com/en-US/windows/products/security-essentials
http://www.clamxav.com/


What to do if you get a virus 
1. Disconnect internet connection 
2. Download a free antivirus tool from a friends computer 

1. http://windows.microsoft.com/en-
US/windows/products/security-essentials  

2. http://www.malwarebytes.org/ 
3. http://free.avg.com/us-en/download 

3. Install and run the tool on your computer 
4. Scan any external drives 

http://windows.microsoft.com/en-US/windows/products/security-essentials
http://windows.microsoft.com/en-US/windows/products/security-essentials
http://www.malwarebytes.org/
http://free.avg.com/us-en/download


Browser Plug-ins (extensions) 



http://www.mywot.com/ 



http://noscript.net/ 



http://adblockplus.org 



Private Browsing 





Use a non-admin account 



Passwords 



Most Common Passwords in 2011 
1. password 
2. 123456 
3. 12345678 
4. qwerty 
5. abc123 
6. monkey 
7. 1234567 
8. letmein 
9. trustno1 
10.dragon  

11.baseball 
12.111111 
13.iloveyou 
14.master 
15.sunshine 
16.ashley 
17.bailey 
18.passw0rd 
19.shadow 
20.123123 

21.654321 
22.superman 
23.qazwsx 
24.michael 
25.football 
 





Passwords 

Keepass 



Phishing 



Don’t click that!!! 



File Sharing 





Social Media 



“You are the one who decides 
your privacy and the minute 
you go online, you’ve decided 
you want less privacy. That’s the 
deal in this age.” 

—Rob Conery 



Be careful what you post 



Privacy Settings 



Facebook Apps 





WiFi Networks 



Securing your wireless network 
• Change (or Hide) the SSID 
• Enable wireless security  

• (WPA2 > WPA > WEP) 

• To log into the router  
• 192.168.0.1  
• 192.168.1.1  
• 192.168.2.1 
• 192.168.1.100 



Public Wifi 





Wifi Hotspots 



Geolocation 



Disable Geolocation on iPhone 

1.Launch Settings  
2.Tap Location services 



Find My iPhone App 
• Locate your iPhone on a map 

 
• Display a message or play 

a sound to help you find it 
 

• Set a passcode lock remotely 
 

• Protect your privacy 
with Remote Wipe 



Controlling what kids are exposed to on the internet 



http://internet-filter-review.toptenreviews.com/ 



Be involved 



Location, Location, Location 
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