Enabling Secure Access to Devices from the Internet using Port Forwarding

Robert Nickerson
Om Networks and DCN
10.25.11




65535 P{BHS, thats a lot!

. Each IP you get has
all of them

. Ports Allow:

] Diversity
Simultaneous Action
Exposure
QOS
MALICIOUS ATTACKS
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ow Does Port Forwarding Work?

Router has Port
Forwarding Table

A “hole” is opened in the
firewall

Packet is handed from
outside network to inside

Port Forwarding Is
mapping the outside WAN
to the inside LAN

1 to 1 Link Out/In




What does Local Port Forwardina DO?

Local Computer



MNh atlmd Port

Forwarding?




Port Forward Tasks

INVENTORY

» Cameras
» Xboxen
» Media Streamers
» Computers

Assign Static IPs

LOG and RECORD
WRITE Statements
CONFIG ROUTER

3 by Cisco

Wireless

Security  Access Restrictions

Applications
& Gaming

2.168.1
2.168.1
2.168.1
2.168.1
2.168.1
2.168.1
2.168.1
2.168.1
2.168.1
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PORT Forward TIPS
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Good Port Forward Resources

Locstion  Edit  Miew Do @ Jools 5 g% jlindow  Help
QLU0 OO AA il
[ : htip fedmen@le a.il.arunc.'um_:e.mm u
Status Virtual Server Configuration
Home
% ID Public Port Private Port Port Type Host IP Address
Configurati 1 53 53 TCP 10.0.0.3 | Delete This Setting tf d
N - - portiorwara.com
LAN 2 53 53 upP 10.0.0.3 Delete This Setting
PPP = -
NAT 3 254 254 TCP 10.0.0.3  Delete This Setting
irtual 5
ilterin 4 255 255 TCP 10.0.0.3 | Delete This Setting oy s .
B - . Wikipedia
W 5 23 23 TCP 10.0.0.3 | Delete This Setting
A PYRREpa 6 64123 64123 TCP 10.0.0.4 | Delete This Setting
WAN Statws 7 22 22 TCR 10.0.0.5 | Delete This Setting
m‘m@g b 8 63100 63100 TCP 10.0.0.5 | Delete This Setting Y T b
Leamed MAC Table . O u u e
RIP Configuration Eurrfg iration 9 63101 63101 TCP 10.0.0.5  Delete This Setting
Mise Configuration 10 63102 63102 TCP 10.0.0.5  Delete This Setting
11 63103 63103 TCP 10.0.0.5  Delete This Setting M an Uf a CtU r er
12 63104 63104 TCP 10.0.0.5  Delete This Setting
13 63105 63105 TCP 10.0.0.5 | Delete This Seting
14 80 a0 TCP 10.0.0.5 | Delete This Setting . "
simpleportforwarding.com
B | Supk | | [ adeThis Seting |
Settings need to be saved to Flash and the systermn needs to be rebooted for changes to
take effect.




Getting there from the Net

Port forwarded devices have URLs with a colon appended with PORT
number to access that forwarded resource. It becomes part of the
address:

e.g 168.150.193.3:5900 or https://billadmin.omsoft.com:8081

Hew TightVHC Connection E’___]
VINC server [168,150.183.3:5300 =
_ Connection prafile Options...
@t " Low-bandwidth connection
V.H.Q {+ Default connection options ﬂl
" High-zpeed netwoark, LRtering mods

Use a static IP with a domain name for easy use, or a dynamic DNS
service if you have dynamic IP service

Restrict access using a usr/pas




Remote Port Forwarding with SSH

. Get around corporate
firewall rules

C Ensure safe & secure
communications

e Anonymous Internet
browsing

. Lots of FREE tools for
this




Port Forwarding on the Internet: SSH
Tunneling

— ==h server
—
m port 22

FArewall
blocking access
to port 6aae7d

access ok
IRC =erver

—_—]l access blocked port Gaa7T

localhaost

port 1234

s=sh server
port 22

Arewall
blocking access
to port eca?d

IRC server
> tunnel created port 6667

EE o



What else can Routers DO?

VPN

.. Multihoming

., Redirect and
CAPTURE

. QOS on traffic

. QUEUE per computer s adf
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hank you & G

ood Luck!
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