Voting Technology Advisory Committee

Meeting Minutes

http://www2.dcn.org/orgs/vtac


Date:
Wednesday, November 19, 2003

Location:

Erwin Meier Administrative Building – Atrium Training Room, 625 Court St., Woodland.

 Attending:
Betsy Marchand, Michael Bojorquez, Mariko Yamada, Lucinda Talkington, Lucy Rosenau, Tony Avellar, Alan Bodenhorn, Lois Richter, Tony Bernhard, County Clerk Freddie Oakley, and County Staff Tom Stanionis and Lori Meirowsky.


Absent:
Dan Kysor & Donald Parks.


Guests:
Adrienne Kandel.

Committee Chairperson Betsy Marchand called the meeting to order at 3:05p.m. and introductions were made.

I.
Opening Remarks:
Chairperson Marchand opened the meeting by regretfully announcing that George Moore has resigned from the committee due to health reasons.  She also stated that if anyone has any articles of interest to the committee to send them in and they will be posted on the website.

II.
Housekeeping:


a.
Approval of Agenda and Minutes – 


The agenda for this meeting was approved as written.



Motion:  Bojorquez

Second:  Yamada

Ayes:  Unanimous

The minutes from the October 22, 2003 meeting was approved with the following correction:

Lois Richter was not present at this meeting and comments noted as being made by her were Lucy Rosenau’s.



Motion:  Avellar

Second:  Talkington

Ayes:  Unanimous


b.
Public Comments – 

Adrienne Kandel stated her main interest on voting issues is security and wants to stress the importance of sharing our research with other counties.  Other issues of importance are run-off voting as it is increasing and being used worldwide.  The Center for Voting & Democracy is helpful.  Vendors did add on paper trail with no cost.

III. New Business:

a.
County Clerk’s Op-Ed publications – 


Electronic Voting – can we trust it?  Ms. Oakley reviewed the process and path that the voted ballots take on election night from the precinct to the counting center.  She stated that the ballots are “clocked in” at each station.  Yolo Sheriff’s Deputies accompany ballots when being transported from the drop off locations to the central counting location.  She also added that tampering with the ballots is a felony.  She stated that counties should be encouraging the vendors to incorporate adequate security and reviewed the Schaffer College student’s lawsuit and the conference attendance.  She distributed an self-written editorial in the Daily Democrat and is grateful for their support of voter verified paper trail.

b. Report on Diebold/Sequoia – 

1.
Mr. Stanionis explained how Diebold’s system was hacked into.  The open ftp server left internal email server open to the public.  People discovered this and downloaded memos.  The memos were given to the professors at John Hopkins, then the public.  The correspondence included memos relating to the 2002 election in Georgia.  The Diebold system had a lot of software problems and the memos spoke of changing the programming “on the fly” by election specialists, not programmers.

Ms. Marchand asked if the counts were wrong.  Mr. Stanionis replied that it is uncertain but doesn’t feel there was an intent to miscount.  Some concerns were about were votes were counted.  Diebold staff couldn’t support systems.

Mr. Bernhard asked if the “hackers” had the source code?  Mr. Stanionis replied that there was no encryption or password protection.  The source code was put on their server for download.  The professors stated that it was bad programming – source code appeared to find ways to break the code and get into the system.

2. Mr. Stanionis stated that Sequoia systems machine code is much harder to break but easier for hackers to find simple ways to break.  He also clarified Hardware (with chip so it can’t be hacked) & Software (soft programming is required because of different characters.

Ms. Marchand asked what “machine code” was.  Mr. Stanionis replied that it is the programming language, words defining action.  Then this code is compiled to turn it into bits and bytes.

Ms. Yamada asked if there was still a way to get verifiable paper.  Mr. Stanionis replied that the machine must be capable of printing out a vote record (i.e., official record of the votes cast by the voter).

Mr. Bernhard asked what were Diebold & Sequoia’s remarks on their blunder.  Mr. Stanionis stated that their reply was, “it was old election code that leaked, not current code”.

Ms. Richter asked if the votes were recorded in 3 separate places within the system.  Mr. Stanionis replied that it is recorded and copied to 2 separate places and that with DREs it is stored randomly so as not to identify the voter.

2a.
Mr. Stanionis announced that he would be attending a national conference in Maryland in December on Election New Technology and will report on this at the December 17th meeting.


Ms. Richter asked that the county purchase video tapes of the conference.

c. Create/prepare grid for equipment evaluation – 

Mr. Bernhard lead the committee in determining machine types, vital features, and other items to be considered in research and evaluation.  The grid shown is an example.  Ms. Marchand reviewed other uses of the grid as being useful when reporting to the media and board of supervisors.
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(
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d. Select vendors to be invited for presentations – 

Mr. Bernhard distributed a list of vendors for the committee to review and determine when their presentations should be scheduled.  The committee agreed that Mr. Bernhard was free to schedule the vendor presentations as he sees appropriate the only stipulation of scheduling is that the machine must be capable of providing a paper trail.  He indicated that he would schedule 2 vendors per meeting, starting with January 04 meeting, with the first vendor giving their presentation from 2:15-3:15 p.m. and the second vendor from 3:15-4:15 p.m.  The remainder of the meeting will be used for unfinished business and discussion on presentations.

IV. Meeting Schedule Review:
All meetings between December 03 – May 04 will be held at the Meier Admin. Building – Training Room, 625 Court St., Rm. B02, Woodland.  Ms. Richter asked that the upcoming schedule be posted to the website.

December 17, 2003

3:00 p.m.






January 21, 2004

2:00 p.m.






February 18, 2004

2:00 p.m.





March 24, 2004

2:00 p.m.





April 21, 2004

2:00 p.m.





May 19, 2004


2:00 p.m.

V.
Time Permitting Items:
There was insufficient time to tour the election office and review current election security measures.

VI.
Adjournment:

There being no further business the meeting was adjourned at 5:07 p.m.

Respectfully submitted,

s/Lori Meirowsky 
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